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Cybersecurity for Communication Network in

Smart Grid: Survey

Qin Zhan, Ren Kui

Computer Science and Engineering, State University of New York at Buffalo,

Buffalo, NY 14260, United States

Abstract: Nowadays, as the developing of smart grid, there are a series of works studying the security
mechanisms for communication network in smart grid. Different from the existing large-scale distributed
network like Internet, communication network in smart grid has the network features like asymmetric,
multi-hierarchical, various latency tolerance etc. It is not suitable to apply existing cybersecurity techniques
in most scenarios in smart grid's applications. In this paper, we first introduce and formulate the system
architecture of the communication network in smart grid. After that, we present the security goals of this
network system and the corresponding threats to it. The existing works in this area are also summarized
along with an analysis of their pros and cons.
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