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estimation, e.g.,
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Behavioral status
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Filtering : Engineering
r 3 1
| y *
1 T v
Classification
o] [eestion|
Filtering |1 I
y |
R D | Controller | *
EEG Signal
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Direct control
applications, e.g., BCI-
based mouse cursor
movement control

Temporal filtering may include notch filtering to
remove the 50/60Hz powerline interference, and
then bandpass filtering, e.g., [8,30] Hz, to remove
DC drift and high frequency noise.

Spatial filters include the basic ones, e.g.,
common average reference, Laplacian filters and
PCA, and more sophisticated ones, e.g., ICA,
XDAWN, CCA, CSP, etc.

Feature engineering includes feature extraction,
and sometimes also feature selection. Time
domain, frequency domain, time-frequency
domain, Riemannian space, and/or topoplot
features could be used.

Classification uses a machine learning algorithm

to decode the EEG signal from the extracted
features.

8 ET M nflEER

EEZ S Deep Learning (DL) - BESHERAVS 53 ez STransfer Learning (TL) - {EFSR B HttAAR
BRRUIREIIRR S RIS

HSESIEPNERERIRRHAF 2 IR
LR EBE

Dol @-’ ):: )t
v BB nnBED
Fi3 @-. mm@

FEEF S Active Learning (AL) — fRAGIEIERITEEE Continual Learning (CL) - fZEAKESIFHME

#HiTiRE, BEEMRERNHREEFFINR

SHRER, BRWIRESHREEES

CRE) - BiAL o_ gﬁ PR 51 _ 5,2-‘ ua}n
an || e L 0031'.050 geov ERE - &8
B o 9%8 o Vi Rt (1D [0 [0
- Esrae ] (. B0 0 - Wl
x W © 50 *go ansin vy unmnmr
9 BCI HUE> B ARERIRAY 82 > 757k
PEEDCFRBEN $445 B6H RB237H 2023568 | 011
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22 RBEBCIHHEBRZE
3] ( Transfer Learning, TL)

ER I A ( E AR
) HREE EORES B B AR (#n
) 9% 51, JEISFD B bRigE]
BEFIEUI T 4 DER:

1) TR A B b8 B R =
HFABEE AR, Ehanw A~
FEFHARBIANEEE, HEREE .
O EH AR, FIEE SR A AH A Y
LI, RS P S E R P
AT REFRECAS R R AN FE AEAIE

2) TEIEAT B bR IE Y0 2
R — 2 AR, BV
FRIBAMERZ RS,

3) TEUEAT H AR AR 25 ()
WAlBE 2 AMERY, PLaniEE N —
SRIBHER (AZFNEF), i
BirigN =5y 2K B shif% (£F,
F TR )

4) T E AR IEAR S 25 1
PR SABATRE R AR, FIEE
RHTMEERSEL,

BRI, — S HE ) B AT R
HEGE S HirEEIE S I, NE
PRI — AL, Bl B
IR RL 4 BbRIS . RS
FIEBY IR XL ER, T
B ST — AR B R B E 10 B
Re B LUR$E RIS 5 H bR A
BN, 25 TR 3 800 — N R /INBI AL
H, RE5HREKESITHT
Yk,

ER 1A F FI#13K BCIL &
LGB, AR/ BCI H

HI3T PR HERUE ., Bal SN
VU DR ER 22 S e B im iR an
B 11 FroR. Sextiis s iER 3 ix
IR O 8 B ( — R B
TEIRFOHT P8R ), RIEHTHIE
Xf5F, BitfT =S EER (kA
AR CSP %5 ), FHETAE (FF
(EFRENAOIERE ), 3%, Hp=s
U8R FFE T4 2K 23R AR
AL IR S LR & TR
B k18 X A £ % Dongrui
Wu, Xue Jiang, Ruimin
Peng, Wanzeng Kong, Jian
Huang, Zhigang Zeng,
Transfer Learning for Motor
Imagery Based Brain-
Computer Interfaces: A

Complete Pipeline, https://

B

R @-' Ji:)asl

RF2 @—»

arxiv.org/abs/2007.03746

RIS https://github.
com/drwuHUST/TLBCI

AR 5 B B SRR N 5D
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BIEXFFEZMITIE, RS
3% ( Riemannian Alignment,
RA ). Bx= xf ¥ (Euclidean
Alignment, EA ). fRZEX ¥
(Label Alignment, LA )., B
HXF5% (Centroid Alignment,
CA) %5, THEHBANHARSLKE
RH EA FILA,

R S+ BA TR AE 11 B
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Assume a subject has n trials.

1. Compute the arithmetic mean of all covariance matrices:

R=%Z":X‘x}’.

i=1

2. Perform the alignment by X; = R~'/2X,.
After EA, the mean covariance matrix of all n aligned trials is:

) 1= 5o o e TP P
—Y XXl =3 RAXXTR? = RTVPRRTV? =1,

i=1 =1

i.e., the distributions of the covariance matrices from different subjects become more

consistent.

12 BRE%5F (Euclidean Alignment, EA) EiERTE

o BE—1HPA R EEG f#
KX, EA S it B & B EEG #
AR5 2R, R EX n A
T EEENYE, BN R, X
FAEMERI N R, X 8B EEG
AR, ZFR", B2 —4NE
JE U EEG Ff A 4E 55 A8 (7] 119 B AR
X, AT X #HTHA RS
B, WS EpEE . FIERRE. 4
KE, EABMEBEANR, FEREA
BXFZEEREAFPN EEG
AR 75 22 5 P Y B (E BB N B AL AR
b, BRSMEM—, XA
RUEBFEIIFEEZ BN
KB MEZE R (Maximum Mean

EA 3% 4136 315 W H.
He and D. Wu*, "Transfer
Learning for Brain—Computer
Interfaces: A Euclidean Space
Data Alignment Approach,
" IEEE Trans. on Biomedical
Engineering, 67 (2): 399-
410, 2020. fREG/RFI: https://
github.com/hehe03/EA

RA 5 EA XJ Lt a0 & 13 fr
e EATHEER, THEMIRE
B, FHZET LU REERK
A= E IR AS . FERE. /328
aesE, EHEMRE, SEEUER,
EA FIRUERIEABEL RA BENEALE .

Discrepancy, MMD ) E&, BTN 2B R IEE
RA EA EA Benefit
. . . - EA can be computed
Riemannian mean of  Euclidean mean
Reference . ; much faster
. the resting state of all covariance
Matrix : : : - EA does not need any
covariance matrices matrices ; ;
label information
. Riemannian space Euclidean space Any Euclidean space
Alignment : . . .
covariance matrices EEG trials classifier can follow
. Riemannian mean Euclidean mean Distributions from
|dentity . ; . .
Matrix of the resting state of all covariance different subjects

covariance matrices

matrices

become more consistent

& 13 RA S EAXILL
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(MI1, MI2) Fl—"EEAECH
B P (ERP) EXIE T EA
HURER . MI2 EHY t—SNE A[#i1L
WK 14 Fim, $B—1THEGER A
KK E 8 AR A B 5

Subject 1, before EA
Iz

e
20
0
-20
-20 0 20 40
Subject 2, before EA
40 g DR

-30 -20 -10 0 10 20
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fi, ZENSEEREMAP (H
1) BEdES . B, EA XS
3% 200, TR B bR SR 4 16
ZFRRK, EANFZE, &S
mIEE —8, ANTZENER
#3. BEATRERP 2E N ER
ISR, IR —1TERELL,

MI1 A MI2 BB sy 2845
RANE 15 Aiox, 1E1EGHY CSP-
LDA JFiEZHi i EA, BB
S 4y R HEFHE 6-20%, b
RA HYRCEREF, W, BENEH
Pt RA KIE4EH ., ERP B L

100
90
S 80
£ 70
2
60
50
1 3 4 5 6 7 Avg
Subject
100
I VDRM
%0 [ RA-MDRM
[__JCSP-LDA
I EA-CSP-LDA
S 80
o
8
5 70
z
60
50

Subject

HIZE SR KL, 3 MRS ERITE
Loy RS FIAEIERR T EA BIG
e

EA 1 X 7F IEEE Transac—
tions on Biomedical Engineering
2020 FRFRIIEEB 346 FRIEXH
WO HEEE 3, SRE 2018 EEIR
RIRE# Hinton SfTHEEE K
% Vector A TR REARATHIEE =
FLK R, EA HEETEESR
JESA I AR AR, WiE 16 s,

BET EATGENMEERIE,
PR R E LR O 5188

OFFLINE UNSUPERVISED CLASSIFICATION ACCURACIES (%) ON THE TWO

MI DATASETS.
Dataset Subject [MDRM RA-MDRM CSP-LDA | EA-CSP-LDA

1 51.00 72.50 48.00 77.50

2 50.00 58.00 67.50 77.50

3 50.00 64.00 50.50 75.50

MI Dataset 1 4 51.00 54.50 50.00 75.00
5 50.00 73.50 84.50 92.50

6 78.00 81.50 59.50 75.50

T 50.00 72.50 58.00 85.00

avg 54.36 68.07 59.71 79.79

1 62.50 72.22 75.69 87.50

2 50.69 56.94 54.86 56.25

3 63.19 84.03 87.50 98.61

4 68.06 65.97 75.00 73.61

MI Dataset 2a 5 50.50 60.42 46.53 50.00
6 50.50 67.36 54.17 64.58

7 54.17 61.81 65.28 68.75

8 59.72 86.81 73.61 89.58

9 56.25 82.64 77.08 72.92

avg 57.18 70.91 67.75 73.53

THE COMPUTING TIME (SECONDS) OF EA-CSP-LDA AND RA-MDRM.

EA-CSP-LDA RA-MDRM
Mean std Mean std
MI Dataset | 0.3864 0.0514 7.5326 0.2200
MI Dataset 2a 0.2405 0.0322 0.8766 0.0729

16 WM &Rk ERBEDRER

IEEE Trans. on Biomedical Engineering 2020 & &AI346 51Xl HER 53
ﬁfﬂ%gfﬂ , TIDNet gener;l‘ity. We use ﬁve/publ}icly accessible datasets covering a mng(:e of tasks and ;ompare our
S48 77 B (RME approaches to state-of-the-art alternatives in detail. Main results. We observe that TIDNet in

LEFRHKIEATT

conjunction with our training augmentations is more consistent when compared to shallower

3 D b o . “ . . o o - .
WA, HERE baselines, and in some cases exhibits large and significant improvements, for instance motor

HMEERERE, A

imagery classification improvements of over 8%. Furthermore, we show that our suggested

R R E K BRA multi-domain learning (MDL) strategy strongly outperforms simply fine-tuned general models

Geit B AR
F, WmiEshiags
AT BT T
8%

TIDNet S5
(BMEAASREMN

when targeting specific subjects, while remaining more generalizable to still unseen subjects.
Significance. TIDNet in combination with a data alignment-based training augmentation proves to
be a consistent classification approach of single raw trials and can be trained even with the
inclusion of corrupted trials. Our MDL strategy calls into question the intuition to fine-tune
trained classifiers to new subjects, as it proves simpler and more accurate while remaining general.

EAJTE)HARITT
AE R BRI
YR KMRETT

%, BMGESZEITHE
ek epia b |

Zho

K E2018FE R EIXIGE HintondMfETHI S8 B KF Vector AT E
BEFAZSER: D. Kostas and F. Rudzicz, “Thinker Invariance: Enabling
Deep Neural Networks for BCI Across More People,” Journal of
Neural Engineering, 17(5): 056008, 2020.
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EA FERRTETTHIRELIE.

LA W 3£ 4 & X: H. He
and D. Wu*,
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oX.

ot

"Different Set
Domain Adaptation for Brain—
Computer Interfaces: A Label
Alignment Approach, " IEEE
Trans. on Neural Systems and
Rehabilitation Engineering,
28 (5): 1091-1108, 2020, fX
i 7= #l: https://github.com/
heheO3/LA
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Knowledge Transfer, MEKT ), 43 K WETR B, MEKT & F 1 i
19 Fros, St AT BUE XS 5% iT B M A 1 SR IR B i A AR TR
(Centroid Alignment, CA ) H(EFEMEFEE ), BREE

BHIOEEY, H—-28ES R, FEAILSL: W. Zhang and
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D. Wu*, “Manifold Embedded
Knowledge Transfer for Brain—
Computer Interfaces,” IEEE
Trans. on Neural Systems and
Rehabilitation Engineering,
28 (5): 1117-1127, 2020. fX
i 7= f5l: https://github.com/
chamwen/MEKT

BF 0 B AL 82 R [E] S [R]
RIER 3], R R
OS] sL k= WiE i
T HRHE IR B % 2] (Feature
Weighted Episodic Training,
FWET) J5i%, 20 20 s, i

TR B, BT EEG

Qb SR ST IR AR T, AT
HHEIE, FHHIL: Y. Cui, Y.
Xu and D. Wu*, "EEG—Based
Driver Drowsiness Estimation
Using Feature Weighted
Episodic Training, " IEER
Trans. on Neural Systems and
Rehabilitation Engineering,
27 (11): 2263-2273, 2019. f&
i 7~ fi: https://github.com/

YuqgiCui/Episodic_Training
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An adversarial perturbation should be:
1. Small: hardly detectable.
2. Effective: fool the ML model.

Jamming

//’mtf\\\

Signal Signal Feature

A acquisition preprocessing extraction
Control Classification
action k/Regression

25 BCI kIR &

Buiuiean
aulyosep /

o

xi(l’l)? ) xi(l:T)

X; =

Xi(C, 1)7 *H Xi(c7 T)
be the i-th raw EEG epoch, where C is the number of EEG channels and 7" the
number of the time domain samples.

y;: The true class label associated with x;.

f(x;): The mapping from x; to y; used in the target CNN model.

X; = g(x;): The adversarial example generated by the jamming module g.

Signal
preprocessing

Then, g needs to satisfy: X,

Jamming
Module g

small |Xi(c,t) — xi(c,t)| <€, Vee[1,0], te[1,T]
Effective f(X;) # ys
26 BCl HEUMRBHE FSRIE R
f: The target deep learning model.
0: Parameters of f.

J: The loss function in training f.

FGSM finds an optimal max-norm perturbation n constrained by € to max-
imize J:
n=e¢- Sign(vxi ’](oa Xi, yl))

The jamming module g is:
9(xi) = x; + € - sign(Vx, J (6, x4, 7))
27 RRHEEFFS A FGM
FGSM needs to know the true label y; of x;.

UFGSM replaces the true label y; by y! = f(x;), i.e., the estimated label from the target
model. Consequently, g in UFGSM is:

g(xi) = x; + € - sign(Vx,; J(6,%i,.))

y, approaches y; when the accuracy of f is high, and hence the performance of UFGSM
approaches FGSM.

UFGSM is still effective even when ] is quite different from y;.
28 ATAELEHLEEIRES RO E UFGSM
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wWE 28 frm, HITREREIH
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MWt iES%: X. Zhang and D.
Wu*, "On the Vulnerability of
CNN Classifiers in EEG—Based
BClIs, " IEEE Trans. on Neural
Systems and Rehabilitation
Engineering, 27 (5): 814-
825, 2019. R HI: https://
github.com/ZhangXiao96/
EEGAdversary
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Algorithm 1: Our proposed UFGSM for black-box attacks.

Input: f, the target model; J, loss function of the substitute model; A, the parameter to
control the step to generate the new training dataset; N, the maximum number of
iterations; €, the upper bound of perturbation; x;, a normal EEG epoch.

Output: X;, an adversarial EEG epoch.

Construct a set of unlabeled EEG epochs S;
Pass S through f to generate a training dataset D;
Train a substitute model f’ from D, using loss function J;
for n =1 to N do
AS = {x+ X-sign(VxJ(8,x,y)) : (x,y) € D}, where 8 encodes the parameters of f';
AD = {(xi, f(%i))}x;eas;
D « DAD;
Train a substitute model f’ from D, using loss function J;
end

Calculate y; = f'(xi);
Calculate X; = x; + € - sign(Vx; J(8,x;,y;)), where 8 encodes the parameters of f”.

return X;

29 BT REWENLEEIRELERCE UFGSM

1. EEGNet
* Compact CNN, ~1000 parameters
* Temporal Conv2D + DepthwiseConov2D +
SeparableConv2D + Classification
2. DeepCNN
* Deeper than EEGNet
* Temporal Conv2D + Spatial Conv2D + Max
Pooling + 3*(Conv2D + Max Pooling) +
Linear Classifier
3. ShallowCNN

* Temporal Conv2D + Spatial Conv2D +
Mean Pooling + Linear Classifier

ShallowCNN
30 BCl =FMERREF N ER

\ =+ EEGNet —— Adversarial Example
079 \ —— Original Example
' \ ~— DeepCNN
06{ o == ShallowcnN ~ emer W\’“WW\/\/V\/\/\/‘”V
ok umets] AN ANV
\ aramne 71 A AAPNNAMAAANN NN
<« 05 channel 6 \/\«f/\/\ﬂ\’\/\‘\/\"\/w\/\/\/\/‘/\/\/\f
£ 04 ahameis 1 "\ VAN AN AM AN N
' channel 4 /\/\\/\/\V\/\\/\/\/\/\\/\/\/\l\/\/\/\/\/“’\]ﬂd\/
channel 3
03 AR A AT YA VaaVaeY
channel 2 “\*\/\/‘\[/\M’\/\/V"\/"\/\/V\/\[\/\/\,/"'\/W\/
02 "~ S e channel 1 /\\/\/\\,/\M/\,\/\/M\/\/v\/\[\[\/\,ﬂ'\/\ﬂ\/
N e s — channel 0 "\w\/\/\v/\J\,\/\/‘\/\/\/J\/\/\/\/\\/”\N\/\/

0.00 0.05 0.10 0.15 0.20 000 025 050 075 100 125 150 175 2.00
£ time (s)

3N AEWEHERR 32 EEMFAIMTFATA, e=0.05

Substitute Model f’
DeepCNN  ShallowCNN

| Baselines |
[ Clean Noisy | EEGNet

Dataset | Target Model f

EEGNet | .7570/.7179 .7531/.7156 | .3955/.4188 .5244/.5506 .5212/.5559
P300 | DeepCNN | .7713/.7404 .7747/.7430 | .3957/.4081 .3589/.4297 .4617/.4806
ShallowCNN | .7336/.7163 .7375/.7186 | .6315/.6189 .5113/.5505 .4118/.4301
EEGNet | .7665/.7614 .7687/.7640 | .3113/.3288 .4893/.5024 .7207/.7006
ERN DeepCNN | .7719/.7455 .7740/.7519 | .3134/.3644 .3049/.3963 .6972/.7113
ShallowCNN | .7495/.7399 .7367/.7238 | .4478/.3860 .3977/.3906 .4691/.5715
EEGNet | .5603/.5565 .5345/.5324 | .2352/.2343 .2586/.2571 .3005/.2988
MI DeepCNN | .5222/.5189 .5135/.5108 | .4446/.4446 .4483/.4475 .4384/.4353
ShallowCNN | .6201/.6201 .6133/.6128 | .5394/.5411 .5062/.5045 .4433/.4466
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A continuous NPP is determined by a period 7', a duty cycle d, and an amplitude

|
I

a,

No(t) = a, nT <t<nT+dT
KT 0, nT+HAT <t < (n+1)T

A discrete NPP with sampling rate fs can be expressed as

N foa nTfs<i<(n+d)Tfs
Na(i) _{ 0, (n+d)Tf, <i< (n+1)Tf,

A discrete NPP with a random phase ¢ € [0, 7] is expressed as

0, nTfs<i<(nT+9¢)fs
Na(i) ={ a, (nT+¢)fs <i<(nT+dT +)fs
0, MT+dT+¢)fs <i<(n+1)Tfs

36 FEHROR NPP

Table 1: Baseline and NPP attack performance with different amplitude ratios. NPP baseline: NPPs
were used in test but not training; NPP attack: NPPs were used in both training and test. Low amp.:
10%/50%/0.1% of the mean channel-wise standard deviation of the EEG amplitude for ERN/MI/P300; Middle
amp.: 20%/100%/0.5% for ERN/MI/P300; High amp.: 30%/150%/1% for ERN/MI/P300.

NPP Baseline NPP Attack
Low amp. | Middle amp. [ High amp. Low amp. | Middle amp. | High amp.
ACC ASR [ACC ASR |ACC ASR |[ACC ASR |ACC ASR |ACC ASR

EEGNet |0.661 1.79%]0.655 5.20% [0.648 8.87% |0.673 16.61%|0.655 76.80%|0.653 90.83%
ERN | DeepCNN [0.638 6.87%[0.643 17.86%]0.640 28.26%[0.635 65.23%]0.638 95.08%|0.635 98.70%
xDAWN+LR [0.651 3.67%(0.648 6.03% |0.651 7.53% [0.676 49.50%]0.665 87.05%|0.663 96.24%

EEGNet |0.632 2.23%(0.630 2.26% [0.629 4.98% |0.613 14.42%]0.617 56.29%0.621 86.56%
MI | DeepCNN [0.614 3.95%]0.608 5.96% |0.612 4.24% [0.598 35.27%|0.593 88.04%0.589 81.42%
CSP+LR  [0.544 0.63%(0.542 0.82% |0.544 0.71% [0.512 4.35% |0.504 20.26%|0.501 37.51%

EEGNet 0.667 0.19%[0.667 0.65% [0.668 0.71% [0.563 5.76% |0.664 97.57%0.665 98.42%
P300 | DeepCNN |0.718 0.27%]0.701 0.77% |0.719 0.62% |0.684 0.93% (0.734 97.44%)0.730 98.38%
xDAWN+LR [0.638 1.33%(0.638 6.59% |0.637 8.11% [0.480 96.40%]0.602 98.96%(0.613 99.45%

& 37 NPP K sLB4a R
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* Input party: Data acquisition and feature extraction

* Computation party: Model training, maybe also feature
extraction

* Results party: Uses its own data for testing.

Model Training

| —“ Feedback ‘

3
w
=
5
G

| Result Party I

I A — — S S—e— S— ]

* A closed-loop BCI system also includes a feedback path
to the user. Results party = Input party.

*Privacy threats may occur during data transmission

from the input party to the computation party, or

during model delivery in the test phase.
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Initialization: Initialize v} = of*"") = vf, Vj € SWPor(),
and v = vj, Vj € J\S"PO), where gl = 1.
repeat
fori=m,---,1do
for j € RWP () do
(1) agent i receives message @}", j € 8™,
(computed by (6)) from its child r € ch(i).
(Z).lgem i updates variable v}(t+ 1) following (7).
(3) agent i sends vj(t+1), j € 8™, 1o its child
r € ch(i).
end for
for j € S'P ) do
(1) agent i receives message =", j € 8™, from
its child r € ch(i).
(2) agent i sends message @™ (computed by
(8)) to its parent par(i).
end for
end for
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until the stopping criteria is satisfied
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Initialization: Each agent i sets v; =i, ¥j € J, and

assigns v;’a'r“) =vh, Vj€ Sipar@) | where [logll = 1.
while the stopping criteria is not satisfied do »

For each agent i, keep receiving information w]”(f‘(t))
from children and receiving information vfu(t) (‘r;(t)) from
parent until the agent is activated to update.

(1) agent i updates variable v}(t + 1), j € J* following
(1. )

(2) agent i sends message w;’par(!), Jj € Stpar(i) (com-
puted by (12)) to its parent.

(3) agent i sends updated local variable vi(t+1),j € ',
1 € ch(i), to each child L.

@) tet+1.

end while
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